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GDPR and Privacy Policy

This notice provides a summary of the full Showcase Training Ltd Privacy Statement. Both the notice and the
Showcase Training Ltd Privacy Statement apply to information collected by Showcase Training Ltd via the
www.showcasetraining.co.uk website and in any manner described in the Showcase Training Ltd Privacy
Statement.

Who Controls the Data?

Data Controllers are the natural or legal persons, public authorities, agencies or any other body which “alone or
jointly with others determines the purposes and means of the processing of personal data; where the purposes
and means of processing are determined by EU or Member State laws, the controller (or the criteria for
nominating the controller) may be designated by those laws” [REF 1]. Data Processors complete any tasks using
personal data, or sets of personal data, such as “collection, recording, organisation, structuring, storage,
adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise

making available, alignment or combination, restriction, erasure or destruction” [REF 1].
Personal Information — Purpose and Disclosure

Courses

We collect personal data about you when you enrol as a learner/ candidate. At enrolment, we may ask you
for personal data, including sensitive personal data (e.g. race, ethnic origin, sexual orientation), and for your
consent to use it for a specific purpose. If you do not wish to provide this information, you will need to make
this known to us by not ticking the agreement box on the relevant form.

We share some of your personal data with the Education and Skills Funding Agency. The DfE through their
Learner Registration Service allocates Unique Learner Numbers (ULNs) which enable individuals to access their
participation and achievement data. The DfE will share your Showcase Training Ltd participation and
achievement data with other organisations if you tell Showcase Training Ltd that you are happy for the DfE to
do so.

For an Apprentice applying for job roles through Showcase, this is done via Indeed or the Government Find an
Apprenticeship Service, and data is stored according to their own privacy policies. Data may then be given to
prospective employers as required with your permission. We will ask you to sign a permission statement when
sending us your CV permitting us to share this with employers.

We must share your personal data with our Awarding Bodies, NCFE/CACHE, Highfield and TQUK, and with our
Data Management System PICS whereby ILR information is stored to supply to the DfE. We must also share some
data with our e-Portfolio system OnefFile. This is basic information collated at enrolment, held securely; you have
access to all of this information.

If government funding is available for your course, we collect personal data from you to assess your eligibility
for that funding using the DfE’s Personal Learner Record Service.

We collect certain personal data about you when you enter competitions, and may retain email address
information for future promotions, surveys, newsletters, or marketing campaigns. You will be asked to sign a

privacy statement or accept these terms and conditions before providing your information to us.

You may provide us with further personal data if you use one of our learning or communications facilities or use
one of our online skills tests.

Website

We use cookies and other technologies to keep track of how you interact with our website and to target
advertising. You will be asked to accept or reject these conditions when you first visit our website.


http://www.showcasetraining.co/
https://www.whitecase.com/publications/article/chapter-5-key-definitions-unlocking-eu-general-data-protection-regulation
https://www.whitecase.com/publications/article/chapter-5-key-definitions-unlocking-eu-general-data-protection-regulation
https://www.learndirect.co.uk/privacystatement/#7
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You may turn cookies off in your browser. However, if you do so you may not be able to use certain features on
the website.

We may use your email address for marketing purposes if permitted by you but will never share with any other
third-party organisations.

Your Rights
You can request at any time:

e Access to a copy of the personal information we hold about you, including next of kin

e Correction of any inaccuracies in your information

e  Restrictions in processing, e.g. not agreeing to marketing emails

e Data portability: you have the right to move, copy or transfer your personal data from one IT environment
to another in a safe and secure way, without hindrance to usability

e Yourinformation to be erased permanently unless required for legal and/or contractual requirements.

We do not use data for personal profiling or automated decision making.
Important Information

Your personal data is protected by UK data protection law including GDPR. You can find the details for the UK
Information Commissioner at www.informationcommissioner.gov.uk.

Lawful Bases for Collection and/or Processing
The lawful bases for processing are set out in Article 6 of the GDPR, of which there are 6.

1) Consent

We will ask you for consent to process your data for a specific purpose, for example marketing. This will be asked
for as part of your acceptance of our Terms and Conditions and/or Privacy Policy.

2) Contract

Within Apprenticeships, we ask you to sign a Commitment Statement and Individual Learner Record which
contractually allows us to process your data in order to enrol you on to programme. Contractual consent is
gathered via specific forms, in which it is specified how and why your data will be used.

3) Legal Obligation

Whilst our data is not processed for legal purposes, we must gather certain data in line with other procedural
purposes, such as to be compliant with DfE funding rules. Other processes by external companies using the
information we pass on may be for a legal obligation. Please refer to their own Privacy Policies for further
information.

4) Vital Interest

None of the data collected by Showcase Training will be for a Vital Interest.

5) Public Task

None of the data collected by Showcase Training will be for the public interest.

6) Legitimate Interest

Unless agreed via consent or a contract, data collected by Showcase Training will only be used for legitimate
purposes, such as applying for funding or registering a candidate with an awarding body. No data will be

collected unless absolutely needed under the legitimate interest basis, unless the person has given us express
consent or signed a contractual agreement.


http://www.informationcommissioner.gov.uk/
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Giving information for other people
When you give us information about another person (e.g. next of kin, colleague etc.), the other person must
have agreed to let:

1. Us process all their personal data; and
2. You receive any data protection notices for them.

When you send information for someone else, you are confirming that you have told them:

e Which data they must give
e  Which information is voluntary
e How they can access and, if necessary, correct the data we hold about them.

It is suggested for you to forward them a copy of this policy.

The Information we Collect

Apprenticeships
When you enrol with us for an Apprenticeship, you (or the person enrolling you) must tell us:

e Your full name

e  Your gender

e  Your date of birth

e Your address (and correspondence address if different)
e  Primary telephone number

e Next of kin information

e Your employment status

e  Where you heard about us

e Email address

e Your education so far

e Your citizen status

e  Where you live and how long you have lived there.

We use this information to check whether you are eligible for funding. If you are not eligible then this
information will be destroyed.

We may also ask you for information regarding your:

e Race or ethnicity

o Disability status

e  Learning difficulties

e Religion

e  Physical and mental health
e Sexual orientation

This is for Government data collection purposes only and is anonymous; this cannot be linked to you in any way
and will in no way impact on your programme or be used to discriminate against you, unless information
regarding health/ disability/ learning difficulties will help us to further assist you whilst on programme with us;
this will only be used to your benefit.

Learner File

When you start your learning, we will create a Learner File to hold the documents which relate to your learning
and evidence of proof of identity and funding eligibility. As you progress through your learning other documents,
including some of your course work, may be held on this file.

OnefFile
For candidates using our online e-Portfolio system, information collated at enrolment will be inputted onto the
OneFile system; this is a secure site, and you will have a log in to view all data held. This is also a central point
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for your assessments and coursework and is only viewed on a need-to-know basis by Centre Managers,
Assessors, and Quality Assurers.

At or before enrolment you may be asked for personal and sensitive personal information, but you do not have
to provide it. If you decide to provide personal/ sensitive personal data, we will use it for the purposes described
in the section above. If you do not want to provide it, or do not want us to use it for these purposes then when
enrolling online please select the "prefer not to say" option if enrolling in a Showcase Training Ltd centre select
the "Not Known/Not Provided" option.

You may also volunteer personal data to us or our approved service providers, for example, when you submit a
query or comment to us via the website or some other means of communication. If you do so, you explicitly
consent to our using such information as described in this Privacy Statement.

Social Media

We may occasionally ask for “Celebrating Success” photographs with you which are shared on our website
and/or Social Media pages. This is only done so with your express permission and for those aged 18 or over.
Should you not wish for the photos to be shared or wish to limit where and how they are shared, please express
this at the time. Further information can be found on our Photographs Permission Form which is completed
each time a photo is to be taken with the intention of it being shared.

Employers

We will only use the following information whilst a candidate based with you is on programme with us. This is
shared with the DfE and Ofsted for funding purposes only, but we may use your email address for marketing
purposes, such as a newsletter or survey. Please update us with contact preferences as and when they change.

e  Current registered address

e Manager name

e Mentor name (if different from manager)

e Contact telephone number

e Email address

e  EDRS number (as taken from Government LSC website)

How we may further use the information we collect
We use your personal information:

e to answer your queries or complaints

e to deliver our services, for example on-line tools to test your skills

e to support your learning

e  to provide course materials

e to carry out administration

e toimprove the quality of services

e to support your application for government funding

e  to obtain customer feedback

e for general statistics and research

e for obtaining any relevant professional advice

e as may be required by law or in connection with legal proceedings (including where we intend to take legal
proceedings), or as may be necessary to establish, exercise or defend our legal rights.

Referral Partners
If we have received your details as a referral from one of our partners, we may be required by the referral
partner to provide them with updates on the following areas:

e Attendance
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e Progress

e Achievement/completion

e Outcome/destination

e  Withdrawal

Keeping you informed
We, and our approved service providers, will use your information to send you regular updates about:

e our services and materials
e additions to the website
e Specific activities such as customer feedback surveys and competitions.

If you enrol on a Showcase Training Ltd course, you will be asked to complete a Privacy Preferences form to
permit us to periodically send customer feedback surveys. If youno longer wish to be contacted for
marketing purposes, please contact us immediately.

We will never use your personal data for marketing purposes without your express consent.

Funding

We, and our approved service providers, may use your personal data to process or to support any application
made for funding associated with your learning. For these purposes we, or our approved service providers, will
share the information you supply with the Department for Education (DfE) in England. The DfE may in turn share
it with the European Social Fund, or other government agencies that may provide funding for your course,
including the Welsh Assembly Government for learners who enrol in Welsh centres. We may use a third-party
service to verify your identity for funding eligibility.

We, or the government agency providing funding for your course, may use your personal data and Learner File
to investigate a suspected misuse of public monies or other fraudulent activity by any person relating to your
learning activity. In doing so, we, or the government agency providing funding for your course, may disclose your
information to other government agencies (e.g. the Department for Work and Pensions) to establish whether
there has been any duplication of funding for your course. We may also contact you for the purposes of any such
investigation.

DfE Privacy Notice

The DfE requires that we also tell you about its own privacy notice so that you understand how the DfE will use
the information that we give them. It states:

“This privacy notice is issued on behalf of the Secretary of State for the Department of Education (DfE) to
inform learners about the Individualised Learner Record (ILR) and how their personal information is used in
the ILR. Your personal information is used by the DfE to exercise our functions under article 6(1)(e) of the UK
GDPR and to meet our statutory responsibilities, including under the Apprenticeships, Skills, Children and
Learning Act 2009. Our lawful basis for using your special category personal data is covered under Substantial
Public Interest based in law (Article 9(2)(g)) of UK GDPR legislation. This processing is under Section 54 of the
Further and Higher Education Act (1992).

The ILR collects data about learners and learning undertaken. Publicly funded colleges, training organisations,
local authorities, and employers (FE providers) must collect and return the data each year under the terms of
a funding agreement, contract or grant agreement. It helps ensure that public money is being spent in line
with government targets. It is also used for education, training, employment, and well-being purposes,
including research.

We retain your ILR learner data for 20 years for operational purposes (e.g. to fund your learning and to publish
official statistics). Your personal data is then retained in our research databases until you are aged 80 years
so that it can be used for long-term research purposes. For more information about the ILR and the data
collected, please see the ILR specification at https://www.gov.uk/government/collections/individualised-
learner-record-ilr.



http://www.wales.gov.uk/
http://www.dwp.gov.uk/
https://www.gov.uk/government/collections/individualised-learner-record-ilr
https://www.gov.uk/government/collections/individualised-learner-record-ilr
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ILR data is shared with third parties where it complies with DfE data sharing procedures and where the law
allows it. The DfE and the English European Social Fund (ESF) Managing Authority (or agents acting on their
behalf) may contact learners to carry out research and evaluation to inform the effectiveness of training.

For more information about how your personal data is used and your individual rights, please see the DfE
Personal Information Charter (https://www.gov.uk/government/organisations/department-for-
education/about/personal-information-charter ) and the DfE Privacy Notice
( https://www.gov.uk/government/publications/privacy-notice-for-key-stage-5-and-adult-education )

If you would like to get in touch with us or request a copy of the personal information DfE holds about you,
you can contact the DfE in the following ways:
e Using our online contact form:
https://form.education.gov.uk/service/Contact the Department for Education
e By telephoning the DfE Helpline on 0370 000 2288
e  Orin writing to: Data Protection Officer, Department for Education (B2.28), 7 & 8 Wellington Place,
Wellington Street, Leeds, LS1 4AW

If you are unhappy with how we have used your personal data, you can complain to the Information
Commissioner’s Office (ICO) at:
Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF. You can also call their helpline on 0303 123 1113
or visit https://www.ico.org.uk”

Statistics

We and/or the approved service providers delivering and supporting your learning are also required to provide
statistics to all of the government agencies mentioned under the heading 'Funding' and to the Department for
Business, Innovation and Skills, in order that they can carry out checks on our funding arrangements and our
performance and for research and statistical purposes. This helps us, and our approved service providers, to
maintain our funding. Where such information is supplied, it is provided in an aggregated manner so that whilst
such authorities may be aware of, for example, the number, geographic location and sex of persons using
Showcase Training Ltd, you cannot be personally identified from this information.
However, we may provide information that identifies you (your name, date of birth, address and postcode) to
the Department of Work and Pensions so that they can check whether Showcase Training Ltd learners have
progressed into employment and compile statistical information about such progression. You will not be
identifiable from the statistical information compiled.

The information collected on Welsh speakers is passed in an aggregate manner to the Welsh Assembly. You
cannot be personally identified from this information.

Requests for information

If you have not registered as a learner but are simply making an enquiry or request for information, we will use
your personal information to reply to your enquiry or request. We will not use this information for marketing
purposes without your permission or unless you invite us to do so.

Protecting your personal information

Even though we take appropriate technical steps to protect your security, you should remember that data
transmission over the internet cannot always be guaranteed as 100% secure so you use the website at your own
risk.

Breach Notifications
Should personal information be at risk of a breach, or it is found that it has been breached, all Showcase Training

employees are responsible for reporting as soon as possible. We will report certain types of personal data breach
to the relevant supervisory authority within 72 hours of becoming aware of the breach, where feasible. If the


https://www.gov.uk/government/organisations/department-for-education/about/personal-information-charter
https://www.gov.uk/government/organisations/department-for-education/about/personal-information-charter
https://www.gov.uk/government/publications/privacy-notice-for-key-stage-5-and-adult-education
https://form.education.gov.uk/service/Contact_the_Department_for_Education
https://www.ico.org.uk/
http://www.bis.gov.uk/
http://www.bis.gov.uk/
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breach is likely to result in a high risk of adversely affecting individuals’ rights and freedoms, we will also inform
those individuals without undue delay. We will review our existing procedures to ensure we have robust breach

detection, investigation and internal reporting procedures in place. This will facilitate decision-making about
whether or not we need to notify the relevant supervisory authority and the affected individuals.

We will also keep a record of any personal data breaches, regardless of whether we have been required to notify
relevant authorities. Please refer to https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-
regulation-gdpr/personal-data-breaches/ for further information.

For Employees
Personal data breaches may include:

e Access by an unauthorised third party

o deliberate or accidental action (or inaction) by a controller or processor
e sending personal data to an incorrect recipient

e computing devices containing personal data being lost or stolen

e alteration of personal data without permission

e loss of availability of personal data.

A personal data breach can be broadly defined as a security incident that has affected the confidentiality,
integrity, or availability of personal data. In short, there will be a personal data breach whenever any personal
data is lost, destroyed, corrupted, or disclosed; if someone accesses the data or passes it on without proper
authorisation; or if the data is made unavailable and this unavailability has a significant negative effect on
individuals.

Please refer to this policy regarding any data breaches and report any concerns directly to your line manager or
the Data Protection Officer (Ellen Roberts). We will utilise the above link to the ISO website to follow their official
guidelines on reporting breaches on a case-by-case basis; however, a basic process will be as such:

1. Gather as much information as possible regarding:
- What information has been breached
- How it has been accessed
- Bywhom
- When (including date and time).
2. Report this to the Data Protection Officer immediately via email, who will then contact you via phone
to confirm all details and parties involved.

The Data Protection Officer will then advise on:

1. Assess the scope of the data breach including:
- The likelihood and severity of the resulting risk to people’s rights and freedoms
- The level/amount of information taken, and to what extent this can be attributed to identify
an individual
- The severity of the breach and how many it has affected
- How it has occurred
- Ifthe breach was malicious/deliberate or accidental
2. Tryto contain the breach
3. Assess the potential adverse consequences for individuals, based on how serious or substantial these
are, and how likely they are to happen.
4. Report the breach to the ICO.

Recital 85 of the GDPR explains that:

“A personal data breach may, if not addressed in an appropriate and timely manner, result in physical, material
or non-material damage to natural persons such as loss of control over their personal data or limitation of their
rights, discrimination, identity theft or fraud, financial loss, unauthorised reversal of pseudonymisation, damage


https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
https://ico.org.uk/for-organisations/report-a-breach/
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to reputation, loss of confidentiality of personal data protected by professional secrecy or any other significant
economic or social disadvantage to the natural person concerned.”

Keeping Personal Data
We keep personal data and Learner Files:

e for as long as is necessary to fulfil the purposes we collected it for

e asrequired by law; or

e To enforce or defend legal claims.

Sometimes we will keep information that you have deleted, for example messages sent by you to your tutor, as
a record of your learning experience. We will keep this information for a reasonable time. All documentation is
kept securely either in lockable filing cabinets or in password controlled electronic files.

Keeping Personal Data Secure When Away from the Office

Existing or newly created Learner files and/or other documents containing sensitive information must be
returned at your next visit to the office, and this must not exceed 7 calendar days. Until it is returned, all files
and documents must be stored securely in one of the following three ways:

- When out in the field, the file/document(s) must be kept in your possession at all times, until
it is returned to the office

- Stored in a lockable, approved* container at your place of residence (e.g. filing cabinet)

- Returned to the office in the allocated lockable filing cabinets.

*Approved: a risk assessment has been completed to assess suitability,

Under NO circumstances should files or documents containing sensitive and/or personal information be left
unattended in a car or similar.

If you are unable to store the file/document securely and/or are unable to come to the office, the file/document
must be posted to the Showcase Office using the Royal Mail First Class Signed For service immediately (the same
day as its creation or removal).

Until it is returned to the office and signed in, the file is the responsibility of the Showcase employee in
possession of it. If a file/ document is missing and there is no record of it having been brought to the office, it
remains the responsibility of the employee who last accessed or used the file/document (usually the Tutor or
enrolment officer). You must utilise the file signing -in sheets to create an audit trail to protect against this.

Erasure

As per DfE requirements, Apprenticeships data will be stored for 7 years for auditing purposes. After this time
period has elapsed, documents will be securely destroyed.

We will periodically archive personal data stored electronically, deleting information 1 year following the closure
of a programme; this is for quality purposes with our Awarding Bodies.

Any information not required for audit or quality will be securely destroyed or deleted as soon as the final
process has been completed, e.g. deletion of ID documents as soon as a DBS check has come through.

Cyber Essentials

As of July 2021, Showcase Training will hold and maintain Cyber Essential Security accreditation, as
recommended by the DfE. The aim if this is to ensure all colleagues are working in a safe way, maintaining data
protection at the forefront of everyday processes. Certification of this accreditation is available.



If you are a tutor

When you are registered as a tutor by a Service Provider you accept that all activity is undertaken by you for the
provision of Showcase Training Ltd learning. Any comments or tutor notes placed by you on the Showcase
Training Ltd system will be retained, are visible to the relevant learner and authorised personnel within
Showecase Training Ltd and may be used as evidence of learner support.

Links
Our website contains links to other websites. We are not responsible for the privacy policies of other sites and
we advise you to read the privacy statement of every website that collects personal information from you.

Other information
You should note that if our business (or any part of it) is sold or transferred at any time, the information we hold
may form part of the assets transferred although will still only be used in accordance with this privacy statement.

How to contact us

To obtain a copy of your personal data, to correct inaccuracies or if you have any queries or concerns about how
we handle your personal data, please contact: Showcase Training Ltd, Unit 77 Merlin House, 4 Meteor Way,
Daedalus Drive, Fareham, Hampshire, PO13 9FU. Call 0330 320 9230, or email hello@showcasetraining.co.uk,
asking to speak with the nominated Data Protection Officer, Ellen Roberts.

Issue Issue Date Author Revision Notes

1 01/12/2015 Luke Bailey 1st Issue

2 05/08/2016 Ellen Mould Policy Revised

3 05/03/2018 Ellen Mould First revision pre-GDPR

4 21/03/2018 Ellen Mould Full revision of policy to
include GDPR duties.

5 05/04/2018 Ellen Mould Policy revised

6 29/10/2018 Ellen Mould Policy Revised

7 28/01/2019 Ellen Mould Policy reviewed

8 15/04/2020 Ellen Mould Policy Reviewed

9 24/06/2021 Ellen Mould Cyber Essentials
included

10 08/08/2022 Ellen Mould Policy updated including
address and telephone
number change

11 07/03/2023 Ellen Mould Revision of policy for
clarity

12 19/04/2023 Ellen Mould Policy reviewed

13 23/05/2024 Ellen Roberts Policy reviewed

14 27/08/2025 Ellen Roberts Policy reviewed
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